Finance Mapping for the Extensible
Provisioning Protocol (EPP)

Abstract

This document describes an Extensible Provisioning Protocol (EPP) mapping for retrieval of
finance information of a client’s account.

Legal Disclaimer

Unless otherwise indicated, this document and all content and other materials herein, including,
without limitation, the Identity Digital logo and all designs, text, graphics, pictures, video,
information, data, software, sound files, other files and the selection and arrangement hereof
(collectively, the “EPP Materials”) are the proprietary property of Identity Digital or its licensors or
users and are protected by U.S. and international copyright laws. You are granted a limited,
non-sublicensable license to access and use the EPP Materials solely for its intended purpose.
Any use of the EPP Materials other than as specifically authorized herein, without the prior
written permission of Identity Digital, is strictly prohibited and will terminate the license granted
herein. Such unauthorized use may also violate applicable laws, including, without limitation,
copyright and trademark laws and applicable communications regulations and statutes. Unless
explicitly stated herein, nothing in this Legal Disclaimer shall be construed as conferring in any
manner, whether by implication, estoppel or otherwise, any title or ownership of, or exclusive
use-rights to, any intellectual property or other right and any goodwill associated herewith.

Trademark Information

Identity Digital and the Identity Digital logo are registered trademarks of Identity Digital. All other
Identity Digital trademarks, service marks, domain names, logos, company names and indicia of
origin referred to on the EPP Materials are either trademarks, service marks, domain names,
logos, company names or indicia of origin or are otherwise the property of Identity Digital or its
affiliates or licensors. In countries where any of the Identity Digital trademarks, service marks,
domain names, logos, company names or indicia of origin are not registered, Identity Digital
claims other rights associated with unregistered trademarks, service marks, domain names,
logos, trade name, company names and indicia of origin. Other product or company names
referred to on the EPP Materials may be trademarks of their respective owners. You may not
use any trademark, service mark, domain name, logo, company name, trade name or indicia of
origin of Identity Digital or any third party without permission from the owner of the applicable
trademark, service mark, domain name, logo, company name, trade name or indicia of origin.
You may contact Identity Digital by sending an e-mail to legal@identity.digital to request written
permission to use trademarks, indicia of origin and materials on the EPP Materials for purposes



other than stated in this Legal Disclaimer or for all other questions relating to the EPP Materials.
All rights not expressly granted are reserved.

Table of Contents

1. Introduction
1.1. Conventions Used in This Document

2. Object Attributes

3. EPP Command Mapping
3.1. EPP Query Commands

3.1.1. EPP <info> Command
3.2. EPP Transform Commands
4. Formal Syntax
4.1. Finance Mapping Schema
5. Security Considerations
6. Normative References

1. Introduction

This document describes a client finance mapping for version 1.0 of the Extensible Provisioning
Protocol (EPP) [STD69]. This EPP finance mapping enables a client to retrieve financial
information for their account.

1.1. Conventions Used in This Document

The key words "MUST", "MUST NOT", "REQUIRED", "SHALL", "SHALL NOT", "SHOULD",
"SHOULD NOT", "RECOMMENDED", "MAY", and "OPTIONAL" in this document are to be
interpreted as described in RFC 2119 [REC2119].

XML is case sensitive. Unless stated otherwise, XML specifications and examples provided in
this document MUST be interpreted in the character case presented in order to develop a
conforming implementation.

In examples, "C:" represents lines sent by a protocol client and "S:" represents lines returned by
a protocol server. Indentation and white space in examples are provided only to illustrate
element relationships and are not a REQUIRED feature of this protocol.


https://www.rfc-editor.org/info/std69
https://www.rfc-editor.org/info/rfc2119

"finance-1.1" is used as an abbreviation for "urn:ietf:params:xml:ns:finance-1.1". The XML
namespace prefix "finance" is used, but implementations MUST NOT depend on it and instead
employ a proper namespace-aware XML parser and serializer to interpret and output the XML
documents.

2. Object Attributes

This EPP finance mapping adds additional elements associated with the EPP core protocol
specification [REC5730]. Only those new elements are described here.

3. EPP Command Mapping

A detailed description of the EPP syntax and semantics can be found in the EPP core protocol
specification [REC5730].

3.1. EPP Query Commands

EPP provides four commands to retrieve object information: <check> to determine if an object
can be provisioned within a repository, <info> to retrieve detailed information associated with an
object, <poll> to discover and retrieve service messages queued by a server for individual
clients, and <transfer> to retrieve object transfer status information [REC5730]. This EPP
finance mapping does not add any elements to the EPP <check>, <poll> or <transfer>
commands or responses.

3.1.1. EPP <info> Command

The EPP <info> command is used to retrieve detailed information associated with a finance
object.

In addition to the EPP command elements described in the EPP core protocol specification
[REC5730], the command MUST contain a <finance:info> element that describes the finance
namespace and does not contain any child elements.

Example <info> command:

C:<?xml version="1.0" encoding="UTF-8"7>
C:<epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C: <command>


https://www.rfc-editor.org/info/rfc5730
https://www.rfc-editor.org/info/rfc5730
https://www.rfc-editor.org/info/rfc5730
https://www.rfc-editor.org/info/rfc5730
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<info>

<finance:info xmlns:finance="urn:ietf:params:xml:ns:finance-1.1"/>
</info>
<cl1TRID>Epp.12345</c1TRID>

</command>
:</epp>

When an <info> command has been processed successfully, the EPP <resData> element
MUST contain a child <finance:infData> element that identifies the finance namespace with one
or more of the following child element:

<finance:wallet> This element contains a REQUIRED attribute “code” and indicates the
wallet code identifier associated with the client’'s account. It contains two child elements:
<finance:balance> and <finance:threshold>.

o <finance:balance> This element indicates the wallet balance of the client’s
account at the time of the request.

o <finance:threshold> This element is OPTIONAL. It contains a REQUIRED
attribute “type” and indicates the threshold amount associated with the specific
wallet code for a given type of threshold.

Example <info> response:
S:<?xml version="1.8" encoding="utf-8"7?>
S:<epp xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"

S:
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xsi:schemaLocation="urn:ietf:params:xml:ns:epp-1.0 epp-1.0.xsd"
xmlns="urn:ietf:params:xml:ns:epp-1.0">

<response>

<result code="1000">
<msg>Command completed successfully</msg>
</result>
<resData>
<finance:infData xmlns:finance="urn:ietf:params:xml:ns:finance-1.1">
<finance:wallet code="identitydigital">
<finance:balance>1996412.04</finance:balance>
<finance:threshold type="final">0.00</finance:threshold>
<finance:threshold type="restricted">500.00</finance:threshold>
<finance:threshold type="notification">1000.00
</finance:threshold>
</finance:wallet>
</finance:infData>
</resData>
<trID>
<c1TRID>Epp.12345</c1TRID>
<svTRID>el1ac343a751947dc85792e336bacedbb</svTRID>
</trID>



S: </response>
S:</epp>

3.2. EPP Transform Commands

EPP provides five commands to transform objects: <create> to create an instance of an object,
<delete> to delete an instance of an object, <renew> to extend the validity period of an object,
<transfer> to manage object sponsorship changes, and <update> to change information
associated with an object. This EPP finance mapping does not add any elements to the EPP
transform commands or responses.

4. Formal Syntax

One schema presented here is the EPP finance mapping schema. The formal syntax presented
here is a complete schema representation of the object mapping suitable for automated
validation of EPP XML instances. The BEGIN and END tags are not part of the schema; they
are used to note the beginning and ending of the schema for URI registration purposes.

4.1. Finance Mapping Schema

BEGIN

<?xml version="1.8" encoding="utf-8"?>

<schema targetNamespace="urn:ietf:params:xml:ns:finance-1.1"
xmlns:finance="urn:ietf:params:xml:ns:finance-1.1"
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:eppcom="urn:ietf:params:xml:ns:eppcom-1.0"
elementFormDefault="qualified">

<annotation>
<documentation>
Extensible Provisioning Protocol v1.0
Mapping for account's wallet balance and thresholds.
</documentation>
</annotation>

<!-- Child elements found in EPP commands. -->
<element name="info"/>



<!-- Child response elements. -->
<element name="infData" type="finance:infRespType"/>

<complexType name="infRespType">
<sequence>
<element name="wallet" type="finance:walletRespType'
maxOccurs="unbounded" />

minOccurs="0"

</sequence>
</complexType>

<complexType name="walletRespType">
<sequence>
<element name="balance" type="decimal" minOccurs="1" maxOccurs="1"/>
<element name="threshold" type="finance:thresholdType" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
<attribute name="code" type="token" use="required"/>
</complexType>

<complexType name="thresholdType">
<simpleContent>
<extension base="decimal">
<attribute name="type" type="token" use="required"/>
</extension>
</simpleContent>
</complexType>

</schema>
END

5. Security Considerations

The EPP finance mapping described in this document does not provide any security services
beyond those described by EPP [REC5730] and protocol layers used by EPP. The security
considerations described in these other specifications apply to this specification as well.



https://www.rfc-editor.org/info/rfc5730
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